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This talk is about temporal properties of reactive programs.
((req — res)
Specifically, about temporal hyperproperties...
YV Vo [(ing, = g, — outy, = outy,)

.. and how to verify them using interactive proof assistants (Rocq).
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. A Motivating Example

Loop { Question: Is this program secure in the sense
pub « input() that it never reveals the value of secret inputs
sec + input() via outputs?

i h . .
noi - havog() Answer: |t depends on your point of view!

out < pub + sec + noi
output(out)

}
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Attempt 1: Non-interference

Loop {
pub < input()
sec < input()
noi < havoc()
out < pub + sec + noi
output(out)

We could require outputs to be strictly
independent from secrets (non-interference).

V1. Ve, C(pub,, = pub,, — outy, = outy,)

This program violates non-interference: it can
produce different outputs for the same public
inputs.
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Attempt 2: A Weaker Notion of Non-interference

Loop {
pub « input()
sec < input()
noi < havoc()
out < pub + sec + noi
output(out)

We could allow dependencies, so long as they
are “not informative” (non-inference)

V1. 3me. (pub,, = pub,,Asecy, = 0Aouty, = outy,)

“Any input/output difference can be ob-
served with the secret fixed to be 0”

This program satisfies non-inference.
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... Observations

Observation 1. Temporal hyperproperties of the form v3 are extremely
difficult to verify fully automatically...

Observation 2. ... but there is still a lack of deductive proof techniques for
such hyperproperties.

Contribution: We present HyCo, a framework for the deductive
verification of V3 hyperproperties based on coinduction.
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... System Models

We are modelling programs as event-labeled transition systems.
S set of states

(S,€,—) £ set of events

— C S8 x & xS transition relation

Traces(s) C ¥ is the set of infinite traces emanating from a state s € S.
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. . Specifications

1)
3
G

Syntax

(Quantifier Prefixes) V...¥3d...3v

n m

(Trace Relations) o C (£¥)"+™

Semantics (Example with V3)

(s1,82) E VI <= Vmi € Traces(sy).3ma € Traces(s2).4p(my, m2)
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. _ Trace Relations Expressed With Modalities

Syntax

(Temporal Relations) o ==y | Oy | Oy | |vVvy || ...

(Event Relations) ¢ C &Mt™

Semantics (Example of the binary case)
Y(mi,me) = (m,m) 0 ¢
(m1,m2) E Y <= Vj €N. (m,m) =7 ¢
(m1,m) ' Ot = Fj €N, (m,m) E 4
(m1,m) ' O <= (mi,m) 9
(m1,m2) E' ¢ <= o(mi (i), m2(i))
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. _ The challenge(s) of /3

Suppose we wish to (constructively) prove
V1 € Traces(s1). 3my € Traces(sz). Y(my, m2)
Formally, we need three ingredients:

1. Afunction f producing some 7 from an arbitrary m;
2. A proof that f(Traces(s1)) C Traces(s2)
3. A proof that for any m; € Traces(s1), ¥(m1, f(71))

Ideally, a good proof technique should be incremental, enabling to
simultaneously construct f and proofs of 2. and 3.

10
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... Mechanized Program Logics

There is a large body of work on the interactive verification of programs
using proof assistants (lris, VST, CFML, etc).

provides confidence in the correctness of proofs

facilitates reasoning about programs with hard features

(concurrency, higher-order, etc)

However, most of the focus is on Pre/Post specifications for concurrent or
sequential programs.

— limited support for reactive systems

— no support for temporal (hyper)properties

11
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-,.. Contribution

We present HYCo (Hyperproperties, Coinductively), a framework for

deductive proofs of temporal hyperproperties [CF25].

12

v Embedded in the Rocq proof assistant
v Supports incremental proofs
v Programming language agnostic

v Specification language agnostic
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:"" The Case of Invariants

Y

We start by focusing on the case of relational invariants o C £ x €.

Vale

In this case, a simple simulation argument suffices!

To prove that (si, s2) = V3[e, it suffices to find a relation R C S x S such
that:

(init)  R(s1, s2)

(step)  R(s1,s2) = Vs1 = 1. 359 = sh. (e, e2) A R(s], s5)

13
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. AFirst Example
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System:
o

C
H(@
&

Specification: (s, so) E V3[p

b

pler,e0) 2 ej=a < ea=1b
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System:
o

C
H(@
&

Specification: (s, so) E V3¢

b

pler,e0) 2 ej=a < ea=1b

14

Proof: Pick R such that
R(So, 80) A R(Sl, 82) A R(SQ, 81)

In terms of transitions
S0 = s1 is matched with sy = s9

S0 = s9 is matched with sy = s;
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. AFirst Example

%,

System: Proof: Pick R such that
c @D a R(So, 80) VAN R(Sl, 82) VAN R(SQ, 81)
—(x0)
> In terms of transitions
b c . . C
sp — s1 IS matched with sy — s9
Specification: (507 30) ': \V/HD(P So — S92 is matched with So — S1

. . b
s1 % s is matched with s = s9

A
plen,ez) Ser=a < e2=1b s9 = s9 is Matched with s; % s;

14



A Deductive System for the Case of Invariants

The simulation approach is still very tedious: we need to guess a suitable
R up-front. Instead, we wish to construct R incrementally.
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A Deductive System for the Case of Invariants

The simulation approach is still very tedious: we need to guess a suitable
R up-front. Instead, we wish to construct R incrementally.

To achieve this, we propose an incremental proof system based on
parameterized coinduction [Hur+13].

Finv s1 7 | s2°{¢} H CSxS8 isaguarded context
Hibiy 1| s27{p} $1,89 €S are states

proof quadruples p CExE isthe desired invariant

15
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.. Intuition

%,

Intuition behind | H |Finy 517 | s2° { ¢ }:

For every s; = ), there exists some sy, = s}, such that:

1. pis preserved by the current transition: ¢(eq, e2)

2. the quadruple[I:{] Finw 85 7| 847 { ¢ } holds

Intuition behind ' H 1Finy 517 | 597 { o }:

Either (s1,s2) € H, orl—im, 517 527 {¢}

16
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... Proof Rules
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STEP
el g e [ 4 =
Vs — s1. ds9 —> sy p(er,ea) AN T H iy 87 | s - { @}

l_invslv| so 7 { ¢}
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... Proof Rules

%,

STEP
el g e [ 4 =
Vs — s1. ds9 —> sy p(er,ea) AN T H iy 87 | s - { @}

l_invslv| so 7 { ¢}

INVARIANT
(81, SQ) S HI

Y 3
V(sh,sh) € H' | HUH |Fine st 7| 857 {0}
Finv51v| 823{90}
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.. Proof Rules

%,

STEP
el g e [ 4 =
Vs — s1. ds9 —> sy p(er,ea) AN T H iy 87 | s - { @}

l_invslv| so 7 { ¢}

INVARIANT
(s1,82) € H' CYCLE
W(shsh) € H'[HUH |Finy 517 557 {0} (s1,52) € H
[H|Finys17 | s27{¢} Hibimys1 7] s27 {¢}

17
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-, . Example Proof

%,

(0] i 50| s07 {p}

By STEP
[Q:)]l—invslv| ss 7 {p}A...
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-, . Example Proof

(0] i 50| s07 {p}

By STEP

L@Jl_invslv| ss 7 {p}A...

a By INVARIANT with H' = { (s1,s2) }

C
v 3
4* (51,52) |Finvs1 7 | s27 {@}A...
C

18
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-, . Example Proof

(0] i 50| s07 {p}

By STEP
[@]'_invglv| s27{p}n...
c @DM By INVARIANT with H' = { (s1,52) }
4* (s1,82) |Fanv 517 | ;27 { @} AL ..
¢ @DDI) By STEP

g | v 3
L(81782)J‘ Finv 51 | 52 {‘P}/\

18



\

-, . Example Proof

%,

I_invSOV‘ 503{@}

By STEP

Wity si ] sa 7 {o A

a By INVARIANT with H' = { (s1,s2) }

Cc
— . v 3 A
(51,52) |Finvs1 7 | s27 {@}A...
C

. K v 3
L(81752)J‘ Finv S1 | 52 {QO}/\

By CYCLE
(51,82) € {(s1,52)}

18



5, . Soundness

%

Theorem (Soundness)

I_invslv‘ SZH{QD} = (31’82)):\75”:‘90

19
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requires extracting a witness from a quadruple (in Prop).
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:, . Soundness

%10

Theorem (Soundness)
l_inv Slv ‘ SZH{QD} = (SlaSQ) ):\V/EH:‘(,O

Remark. The proof is particularly difficult to mechanize in Rocq, as it
requires extracting a witness from a quadruple (in Prop).

— The original proof uses the axiom of functional choice.

19



... Soundness

Theorem (Soundness)
l_inv S1 v | 52 . { QO} = (51752) ):\VEH:‘QO

Remark. The proof is particularly difficult to mechanize in Rocq, as it
requires extracting a witness from a quadruple (in Prop).

— The original proof uses the axiom of functional choice.

— Functional choice can be shown to be a necessary condition.

19
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The technigque can be easily generalized to arbitrary safety relations via
the notion of derivatives.
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Beyond Invariants: Handling Safety via Derivatives

The technigque can be easily generalized to arbitrary safety relations via
the notion of derivatives.

Lety C &Y x &Y be a relation between traces. The derivative of ¢ with
respecttoey,es € £ is

Acye, (V) 2 { (m1,m2) | (er - w1, ez - m2) }

Intuition: “What remains to be satisfied if the first events are (e, e3)”

20



Generalized Quadruples

We generalize our quadruples to support safety relations:

[H]Fs17] s57 {0} HCSxSxPEYxEY
[EI]'_SIV‘ﬁH{i/J} 51,82 €S
|—611>81v|621>823{w} wgé'”xe‘”

21
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.. Intuition

%,

Intuition behind Fei>sy | ease? {4} Holds under the following
two conditions:

1. ¢ is not immediately violated by ey, es:

Acyer (V) # 0

2. ¢ is not violated later:

22



A Deductive System for Safety Relations

STEP
Vs1 < s).3s0 6—2>3’2.|—(51>sllv\ ey sh {1}

[HFsi¥] s27{v}

23
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A Deductive System for Safety Relations

STEP

Vs1 < s) .35y 25 5. I—(lbsl | eop sh {w}
[H]F 7] 57 {0}

INVARIANT
(s1,52,0) € H' CYCLE
V(sh, 85, 1) € Hlv s | 84 ° {v} (s1,82,0) € H
[H]Fs17] 527 {v} Hits; "] sg° {9}
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A Deductive System for Safety Relations

STEP

Vs1 < s) .35y 25 5. I—(lbsl | eop sh {w}
[H]F 7] 57 {0}

INVARIANT
(s1,82,1) € H' CYCLE
V(sh,sh,0) € H [ HUH =517 | 87 {9} (s1,82,0) € H
[H]Fs1 Y| 523 {9} HiFs | so7 {9}
DERIVE

81,62( )75@ [I:{]FSIV| 323{A61,62(¢)}
|‘61[>81v| GQDSQH{T/J}




5, . Soundness

Theorem (Soundness)
If 4 is a safety relation

[0]F 51 Y| 522 {0} = (s1,82) = V3¢

24
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:, . Soundness

o

Theorem (Soundness)
If ¢ is a safety relation

[0]F 51 Y| 522 {0} = (s1,82) = V3¢

Proof (intuition). Safety relations are exactly relations 1 that are satisfied
by a pair (71, m2) iff the successive derivatives are non-empty

Yo = Ary(0),me() (V) # 0 1 = A (1) m)(t0) # 0

24



., . Calculating Derivatives

Derivatives can be calculated for relations expressed with LTL modalities.

Acy e (V) = Acy e () AW
Acier (1 W th2) = Acy e, (Y2) V [Acyen (V1) A (11 W 1h2)]
Acy e, (OY) =9
_ { true if p(e1,er)
Berer(i) = false otherwise

25
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£ Derived Rules for Temporal Modalities

%,

This allows us to derive more ergonomic reasoning rules.

DERIVE-W-NOW DERIVE-W-LATER
pa(e1,e2) p1(e1, e2)
Hib sy | sy 7 { true } HiFs1"| 557 {o1 W}

|—61>51V| GQDSQH{cngpg} I—elbslv\ 62>323{¢1W<p2}

26
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£ Derived Rules for Temporal Modalities

%,

This allows us to derive more ergonomic reasoning rules.

DERIVE-W-NOW DERIVE-W-LATER
pa(e1,e2) p1(e1, e2)
Hib sy | sy 7 { true } HiFs1"| 557 {o1 W}
|—61>51V| GQDSQH{cngpg} I—elbslv\ 62>323{¢1W<p2}
DERIVE-O

b # false  [H|Fs1"| 527 {0}
|—€11>81V| GQDSQH{Oﬂ}}

...and more

26
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£ Substituting Equivalent Relations

Remark 1. Deriving these rules requires substituting relations with
equivalent ones in quadruples

A=y [HlFs"| s7{¢'}
F81V| SQH{AGLEQ(w)}
"61951\” €2>823{¢}

DERIVE

27
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2 Substituting Equivalent Relations

%,

Remark 1. Deriving these rules requires substituting relations with
equivalent ones in quadruples

A€1,e2wzwl |_$1V’825I{w/}
[H]F 517 ] 527 { Ay e (¥) }
'—61>81V| eat sy {1}

DERIVE

This is not immediate in Rocg without the axiom of predicate
extensionality

Y1 =P = Y1 =y

27



Exploiting Stronger Relations

Remark 2. When computing successive derivatives, we often find
ourselves with a pair of states that is already in the context, but
associated with a stronger relation.

(s1, 82, true) € { (s1,s2,7%) }
7777777 CYCLE

(s1,80,0) |Fs17 | 827 {9}

"51V| s27 {Y}

INVARIANT

28



£ Reasoning Up-to Stronger Trace Relations

%

To solve the two problems without axioms, we define our quadruples
“up-to stronger trace relations”.
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£ Reasoning Up-to Stronger Trace Relations

%

To solve the two problems without axioms, we define our quadruples
“up-to stronger trace relations”.

The soundness of this generalization is justified by framing it as a
"compatible up-to technique" [Poule; Zak+20].

This generalization gives access to an additional strengthening rule

STRENGTHEN

W Cy [H|Fsi 7] s 2 {0}
(H|Fs1] s27{v}

29
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: Other Contributions: Programs

%,

Additional rules can be derived when LTSs are generated by programs
(we can construct program logics on top of HyCo).

HAavoc-L

Vo [H|F (Prymale = 0]) Y | (Paymo) 7 {9}
[H|F (havoc z; P,my) 7 | (Py,ma) 2 {4}
Havoc-R
Jo. [H]F (Pr,m) 7| (Poymale = v]) 7 {0}
[H]F (P,m1) Y| (havoc z; Pyyma) ~ {9}

Selection of rules to handle havoc statements

30
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. _ Other Contributions: Tau-Steps

HyCo supports tau-steps (i.e, silent transitions) and non-lock-step
alignments.

STEPS-L
51 —* 8| determinstically - s v | so {1}

[H]Fs17] 557 {0}
STEPS-R
ss—=" sy [H|Fs V| sh7 {0}
[H]Fs17] 557 {0}

31
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: Other Contributions: Reasoning Up-to Simulation

%,

HyCo supports reasoning up-to simulation, enabling a form of
over/under-approximation of the universally/existentially quantified
behaviors.

SIM-L SIM-R

si=s)  [HJFs | 527 {0} sh = S2 |—81v|8/23{¢}
"51V|S23{¢} |_81V\523{¢}

32



Other Contributions: Reasoning Up-to Simulation

In fact, SIM-L and SIM-R can be internalized.

SIM-L

0] s Y| &1 7 {Oegy  [HIFs | 27 (v}
[H]Fsi "] s27 {9}

SIM-R

[0]F 57| 527 {Oegy  [HlFs17| sh {0}
(H|Fs17| 527 {0}

32
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.. Future Work
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? Currently limited to safety relations. What about /liveness?

— e.g,, using fair notions of simulation [CKF25].
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? Currently limited to safety relations. What about /liveness?

— e.g,, using fair notions of simulation [CKF25].

? HyCo is provably incomplete. How to make it complete?

— e.g., using prophecy variables [BF22].

7 How about reasoning about realistic programs manipulating
data-structures?

— e.g, using separation logic a la Simuliris [Gah+22].
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