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Iris Primer

Iris is a concurrent separation logic framework.

» Separation logic constructs: *, —x, {P} e {Q}

» Two modalities: >,

» [nvariants: @

» Resource algebras: +—, - - -
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Machine Capabilities

An unforgeable token of authority

e 3\ » Permission: ro, rx, rw, rwx, €, o
Bounds of authority: [b, €)
» Current address: a

v

> (pa ba e, a)
» Load and Store instructions

dynamically check that the address is

within bounds, and that the

b Y, permission permits the action

» |If all conditions are met, the
instruction succeeds and executes

» Otherwise, the instruction fails
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Capability Machine Language

(reg, mem) — (reg’, mem’)

([pc := (rx, b, e, a)]reg, [a := ijmem) — ([pc := (rx, b, e, a+1)]reg’, mem")

Aina Linn Georges

Z + RegName

jmp r | jnz r r | move r p |

load rr|storerpladdrpp|subrpp]
ltrpp|learp|restrictrp]|

subseg rpp|isptrrr|getprr|
getbrr|geterr|getarr|fail|halt

November 30, 2020 6 /28



Aina Linn Georges November 30, 2020 7/ 28



Passing a ro Capability to Unknown Code

prog = let x = alloc 1 in
let y = restrict x ro in
unknown_code(y);
assert (Ix = 1);

halt()

*

if ([pc:= (rx, a1, an, a1)]reg,[a1 — an := proglmem) —"* (reg’, mem’)

then mem'(agsg) = 0

The assertion will depend on two properties:
1. capability pattern property of ro

2. local state encapsulation
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let y = restrict x ro in
unknown_code(y);
assert (Ix = 1);

halt()
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Proving Such a Specification

The outline of our methodology:

1. A program logic to describe such a spec, and step through the
known part of the code

® Adequacy of the logic

2. A logical relation defining a notion of capability safety for reasoning
about the execution of unknown code

® Fundamental theorem of logical relations

All in the Iris framework.
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Resources

Registers rew
Memory ar—w

What should a Hoare triple look like?

decode(w) = instr —

{pce (p,b,e,a)xar—> wx---}
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An Atomic Instrucion

Executing a single instruction

decode(w) = instr —
ValidPC(p, b, e, a) —

{pc= (p,be,a)xars> wx---}
SingleStep
{pce (p,be;at1l)xarswk---}
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A Full Program

Executing a sequence of instructions

map decode | = prog —
ValidPCRange(p, b, e, —)(a1, a,) —

{PCi:)(p,b7e,al)*[al_an],_>/*._.}
Repeat SingleStep
{pc':>(p7bye;an)*[alfan]}—)I*...}
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A Full Program

Executing a sequence of instructions

map decode | = prog —
ValidPCRange(p, b, e, —)(a1, a,) —

{pc':;)(p?bve;al)*[al—an]p—)/*...}
Repeat SingleStep
{pc':>(p7bye;an)*[alfan]}—)I*...}

Repeat SingleStep — Repeat Done Standby — - - -
— Repeat Done Halted — Done Halted
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A Program Fragment (or Macro)

Executing a macro, or a sequence of instructions within a program

map decode | = prog —
ValidPCRange(p, b, e, —)(a1, an) —

{PCl=>(p,b,e7al)*[al_an],_>/ Kook
[>(pcﬁ(p,bveaan)*[al—anllﬁ/>{<..._*Q))}
Repeat SingleStep

{®}
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Some Syntactic Sugar

A single instruction:
(wo; P)— (w1; Q) £  pcE= wy * P —x wp SingleStep {pc & wy x Q}

A full program:
{w; P}~

[I>

pc = w x P —x wp Repeat SingleStep {True}

A program fragment:

{wo; P} ~ {w; Q}

{wo; Px {wy; Q} ~> o} ~~ e
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We want to reason about unknown code. We need to define what it
means for arbitrary code to behave well.

A capability machine program behaves well if it does not violate
capability safety.

The logical relation defines a contract that well behaved capability
machine programs must follow. We use this contract as the interface
between known secure code, and unknown arbitrary code, when reasoning
about the full program.
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The Logical Relation

» Expression relation

® The execution does not get stuck: validity of the registers is
sufficient for executing the program

® All declared invariants hold at every step of execution

» Value relation

5(W) £ Vreg, {W; *(r,v)Ereg,r;épc re v V(V)} e

V(2) 2 True
V(e, b, e, a) 2 > O&(rx, b, e, a)
V(w) V(ro/m.be,=) 2 K, 3P| Iw, ar wx P(w) \ %
>0OVw, P(w) — V(w)
V(rw/rwx, b, e, —) = Kacpef| W, @ wxV(w) ‘
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The Fundamental Theorem of the Logical Relation

E(w)| = Vreg, {W; K (rv)ereg,rtpe [ F V% V(v)} ~ e

V(z) £ True
V(e, b, e, a) 2 > 0&(rx, b, e, a)
V(w) V(ro/rx,b,e,—) £ Kocipe 3P+ | 3w, a = wx P(w) ‘ *
>0OVw, P(w) — V(w)
V(rw/rwx, b, e, —) £ *ae[b’e[ Iw, a—= wxV(w) ‘

Theorem (FTLR)
Let p € Perm, b, e, a € Addr. If V(p, b, e, a), then E(p, b, e, a).
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The Assembly Code of our Example Program

g1: malloc fp 1
move fepy N
move 7 n
store frepy 1
restrict r; (encodePerm(ro))
call fm -+ Fagy [renv] [rz] ;; where --- is the offset to
restore_locals r» [ren]
load r_tO renv
assert f, rp 1
halt

1. Define a memory layout for the specification of g

2. Define and prove specifications for the macros: malloc, call,
restore_locals, assert
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Memory Layout for the Specification of g

pc
A e e Fadv
81 8&n —_—A N —— —_—A
| R T* N | mettoc [ Jraii o] Jo] § awv 3§
g
ro rw

» Specifications for malloc, call, restore_locals and assert
will assert locally compatible layouts

» For instance: the specification for malloc asserts full ownership over
the addresses it may hand out
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A Heap Based Calling Convention

1. Dynamically allocates heap space to store the activation record
2. Dynamically allocates heap space to store the current local state

3. Sets up the continuation, and stores the continuation and the
capability to the local state into the activation record

4. Clears all registers except parameters and an E capability pointing to
the activation record

5. Jumps to the call destination

e
/—/%

| act ® 9 | | locals |

- : S —
continuation ﬁ_/ \_/) W

The calling convention enforces local state encapsulation only if malloc
is correct!

Aina Linn Georges November 30, 2020 23 / 28



The Full Specification

,| Aflag — 0

K (rv)creg.r¢ {peirat T =V

* =
- (p7 glagmgl); % {}a((i‘l:l/ u )Wadv e
aav

* [g17 gn) > Binstrs

‘ INVmalloc 7‘ INVenvTable

By adequacy of weakest preconditions, if we can prove the above
specification, we can prove that ag,g points to 0 at every step of
execution. In other words, the assertion will not fail.
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The Full Specification

—> g1: malloc fp 1

move repy I
move ry rq
store repy 1
restrict rp (encodePerm(ro))
call fm -+ rag, [reny] [rgl ;; where --- is the offset to next instruction
restore_locals rp [repy]
load r_t0 repy
assert f3 g 1
halt
gn:

‘ iNVimalioc ,‘ iNVeny Table

,| dflag — 0

Ko v)ereg,r¢tpcraat TV
* Fady B Wady

F (pvglagnagl); * V(Wadv) Ve
* [gla gn) = 8instrs
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The Full Specification

g1: malloc fp 1
—> move repy r1

move ry rp
store repy 1
restrict rp (encodePerm(ro))
call fm -+ Faqgy [reny] [rpl ;; where --- is the offset to next instruction
restore_locals rp [repy]
load r_tO0 repy
assert f3 rg 1
halt

&n:

,| flag — 0

K vyereg,rtpocsraant [ FV
Fadv = Wady

V(Wadv)

[gla gn) —> Binstrs e
ri, & (rwx, b, b+ 1, b)
b—0

‘ INVmalioc 7‘ iNVeny Table

F (pagl,gnag2);

* X X X %
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The Full Specification

g1: malloc fp 1

move repy
— % moversn

store repy 1
restrict rp (encodePerm(ro))
call fm -+ Fagy [reny] [rgl ;; where --- is the offset to next instruction
restore_locals rp [repy]
load r_t0 repy
assert f3 g 1
halt

gn:

‘ INVmalioc

,| Aflag — 0

*(rzv)er6g7r¢{pczradv7r1;renv}
* Fady B Wady

* V(Wagy )
F (pa g17gnag3); * [gl; gn) > Binstrs Ve
* 1, feny = (rwx, b, b+ 1, b)
*b—0

s ‘ iNVeny Table

r=v

Aina Linn Georges November 30, 2020 25 / 28



The Full Specification

g1: malloc fpy 1
move repy
move ry ry

_) store repy 1

restrict rp (encodePerm(ro))
call fm - - rag, [reny]l [rgl ;; where --- is the offset to next instruction
restore_locals rp [repy]
load r_t0 repy
assert fz rg 1
halt

gn:

;| 9flag — 0

K (rv)ereg.rd (perusra.ran.
Fadv B Wady

V( Wadv)

[gl, gn) = &instrs

ri, feny B (rwx, b, b+ 1, b)
b—0

rs & (rwx, b, b+ 1, b)

’ INVmalloc 7‘ iNVeny Table

,7}rh:>v

F (paglagmg4);

* X ¥ ¥ X %
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The Full Specification

g1: malloc fpy 1
move repy
move ry ry
store repy 1

_) restrict rp (encodePerm(ro))
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load r_t0 repy
assert fz rg 1
halt

gn:
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K (rv)ereg.rd (perusra.ran.
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[gl, gn) = &instrs
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The Full Specification

g1: malloc fpy 1
move repy
move ry ry
store repy 1
restrict rp (encodePerm(ro))
_> call fm - - rag, [reny]l [rgl ;; where --- is the offset to next instruction
restore_locals rp [repy]
load r_t0 repy
assert fz rg 1
halt
gn:

;| 9flag — 0

K (rv)ereg.rd (perusra.ran.
Fadv B Wady

V(Wadv)

[gl, gn) = &instrs

ri, feny B (rwx, b, b+ 1, b)
b—1

rs = (ro,b,b+1,b)

’ INVmalloc 7‘ iNVeny Table

,7}rh:>v

F (paglagmgG);

* X ¥ ¥ X %
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The Full Specification

g1: malloc fmy 1
move repy rp
move ry ry
store repy 1
restrict rp (encodePerm(ro))
call fm -+ Fag, [reny]l [rgl ;; where --- is the offset to next instruction
_) restore_locals rp [repy]
load r_tO0 repy
assert fa g 1
halt
&n:

‘ INVmalloc 7‘ INVeny Table 7‘ Aflag — 0 H Q[gl, gn) > 8instrs

‘act*au—)(rwx,b,b—i—l,b)‘

>I<(r,V)Greg,r¢{pt:,r-,,r<)} re0
* V(Wadv
- Waas! x* b1 —
V" % rp = (ro, b, b+ 1,b)

* rp = (e, acty, act, acty)
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The Full Specification

g1: malloc fp 1

move repy ri

move ry rp

store repy 1

restrict rp (encodePerm(ro))

call fm -+ Faqgy [reny] [rpl ;; where --- is the offset to next instruction
_) restore_locals rp [repy]

load r_tO0 repy

assert fa g 1

halt

‘ INVmalloc 7‘ INVeny Table 7‘ Aflag 0 H a[gh gn) > 8instrs

,‘Elw,bl—> W*[W:lw

‘act* aj— (rwx, b, b+ 1, b)

>I<(r,v)ereg,rg{pc,r-,,ro} r=0
* V(Wadv
+ Wadv; * r7I:>(ro,b,b+1,b) ~ e

* rg & (e, acty, act, acty)
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The Full Specification

g1: malloc fmy 1
move repy rp
move ry ry
store repy 1
restrict rp (encodePerm(ro))
call fm -+ Fag, [reny]l [rgl ;; where --- is the offset to next instruction
_) restore_locals rp [repy]
load r_tO0 repy
assert fa g 1
halt
&n:

‘ INVmalloc 7‘ INVeny Table 7‘ Aflag — 0 H Q[gl, gn) > 8instrs

,‘Elw,bl—> W*[W:lw

‘act* a; — (rwx, b, b+ 1, b)

>I<(r,V)Greg,r¢{pt:,r-,,r<)} r=0
* V(Wadv

* r; = (ro,b,b+1,b)

* rg & (e, acty, act,, acty)
* g(Wadv)

F Wadv,
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The Full Specification

g1: malloc fpy 1
move repy rq
move ry ry
store repy 1
restrict rp (encodePerm(ro))
call fm - - - rag, lrenv] [rg] 53 where --- is the offset to next instruction
_) restore_locals rp [repy]
load r_t0 repy
assert f3 rg 1
halt

) in VenvTable

‘ ianalIoc a‘ aflag — 0 H a[gl? gn) —> Binstrs

‘act*a,»—>(rwx,b,b+17b)‘,‘ﬂw7b»—>w*[W:ﬂ‘

>|<(r,v)ereg,rgé{pc,r-,,ro} r=0
* V(Wagy

x r; = (ro,b,b+ 1, b)

* rg = (e, acty, actp, acty)

* VrEg, {Wadv; *(r,v)Ereg,r#pc r= v V(V)} e

= Wadv,

Aina Linn Georges November 30, 2020 25 / 28



The Full Specification

g1: malloc fmy 1
move repy rp
move ry ry
store repy 1
restrict rp (encodePerm(ro))
call fm -+ Faqgy [reny] [rpl ;; where --- is the offset to next instruction
restore_locals rp [repy]
—> load r_t0 repy
assert fa g 1
halt
8n:

‘ iNVimalioc ;‘ iNVeny Table

7‘ Aflag — 0 H a[gh gn) = 8instrs

‘act*a,»—>(rwx,b,b+1,b)‘,‘3w,b»—> w*(w:l]‘

>|<(r,v)Ereg’,r¢{pc,re,,v} r=v
F (pa glagn7g8); * V(Wadv) e
¥ reny B (rwx, b, b+ 1, b)
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The Full Specification

g1: malloc fmy 1
move repy rp
move ry ry
store repy 1
restrict rp (encodePerm(ro))
call fm -+ Faqgy [reny] [rpl ;; where --- is the offset to next instruction
restore_locals rp [repy]
load r_tO0 repy

_) assert fa g 1

halt

a[gh gn) = 8instrs

9

Afjag —0 ‘a

‘ INVimalioc 7‘ iNVeny Table

‘act*a,»—>(rwx,b,b+1,b)HE|w,bH w*(w_l]‘

>l<(r,v)ereg’,rgé{pc,re,,\/7rc.} rev

= (pv glagnvgg); * V(Wadv) e
* feny B (rwx, b, b+ 1, b)
* g = wk [w=1]
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The Full Specification

g1: malloc fp 1
move repy rp
move ry ry
store repy 1
restrict rp (encodePerm(ro))
call fm -+ Faqgy [reny] [rpl ;; where --- is the offset to next instruction
restore_locals rp [repy]
load r_tO0 repy
assert fa g 1

H halt

‘ INVmalloc ;‘ iNVeny Table 7‘ Aflag 0 H a[gh gn) = Binstrs

‘act*a,»—>(rwx,b,b+1,b)H3w,b»—> w*(w_l]‘

>l<(r,v)ereg’,rgré{pc,re,,v,r.;,} rev

F (pv glagmglO); * V(Wadv) Ve
* feny B (rwx, b, b+ 1, b)
*rg = wk [w=1]
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Key Takeaways from the Proof

> We relied on the local state encapsulation of (rwx, b, b+ 1, b)

» We used the definition of V for ro capabilities to allocate an
invariant which let us successfully step through the assertion

» We used the FTLR to step through the unknown code pointed to by
Wady

» Last step; apply adequacy of weakest precondition to finally show
the lemma we started out with

® Mostly straightforward, with the exception of establishing V(waay)!
We do this by restricting the arbitrary words w,q, point to to be
integers only (a bit like only considering a closed program)
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Final Remarks

What did | not cover in this presentation? A stack! [1]
> well bracketed control flow

» A more sophisticated machine, and calling convention

Robust and Compositional Verification of Object Capability
Patterns (David Swasey, Deepak Garg, Derek Dreyer) [2]
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